MEFF

MEFFis an Italian company born from a passion for TSCM.Our vision is to offer
cutting-edgetools for information security and protection, while our mission is to
achieve excellencen technologicaldevelopmentand innovation, guaranteeingour
customersreliable and alwaysup-to-date solutions.

In addition to the production of TSCMdevices,MEFFoffers programs professional
training, available both online and at our operational headquarters in Italy, to
ensurethe informed and effective useof our technologies.

Tolearn more, visit our website:www.meffproduction.com
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1 wifi antenna and 1 Bluetooth antenna

1 Omnidirectional Antenna

1 Charger

1 Directional Antenna

Adapters for LAN and telephone lines

High voltage electrical system analysis probe
Shoulder strap

Low voltage line analysis probe

USBstick with user manual
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This manual has been created with the aim of providing clear guidelines and
detailed instructions for the use of the MEFF M2PRO spectrum analyzer, an
indispensable professionakool for the detection of electronic surveillance devicesin
the field of TechnicalSurveillanceCountermeasureg TSCM).

The effectivenessof using the MEFF M2-PRO,as with any other TSCMsolution,
dependson two fundamental factors:

Introduction

9 Thethreat levelto face,

1 There technicalexpertise ofthe operator in the correct useof the instrument.



Legal Notices

MEFF devices aredesigned and intended exclusively for lawful commercial useRegulations
governing the saleand use of electronic tracking equipment may vary from state to state
and from country to country.

Therefore, it is exclusive responsibility of the buyer and the operator ensure that you
comply with all applicable local laws and regulations, both before purchasingthat during
the subsequentuseof the device.

General Information

This manual contains proprietary information for exclusive use with the MEFF M2 PRO

system.
The technical specifications and features described may be subject ¢cbanges without
notice to ensurecontinuous product improvements.

All the brands he trade names The names and addresses mentioned are used exclusively
for identification purposes and remainthe property of their respective owners.

Product Certifications

The MEFFM2-PROcomplieswith the following standardsand certifications:

A THEREIS
A FCC
A RoHS

A SIAESoftware Registration
A International Legal Protection Certificate

A Further certifications are currently being requested.

Device Registration

EachMEFFM2-PROunit is identified by aunique serial number, positioned on the back of
the device. It isrecommendedthat you carefully note this number and alwaysrefer to it
when contacting the manufacturer or authorized dealer.

Attention:
There removal or alteration of the serial number involves theautomatic cancellationoany
warranty associated with the product.
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Safety Precautions

General Warning

To avoid damageto your device MEFF M2-PRO,use only original power supplies and
accessoriessupplied. The use of unauthorized components may compromise the proper
functioning of the deviceand void the warranty.

Diet

A Use only specific adapters and power supplies supplied for the different
functions, correctly distinguishing between power supplyhigh And low voltage.

& Donot reversethe accessorie®r connections.

A Neverconnectprobesto sourceswith voltageshigher than the limits indicated
in the technical manual,to avoid permanent damageto the equipment.

Ventilation

A Alwaysensureadequateair circulation:

or keepthe spacearound the chairsfree coolingfans (entrance andexit),

or avoid obstructions to the front ventilation grille located at the bottom of
the device.

A Adequateventilation helpsmaintain optimum performance and prevent
overheating.

Repairs and Maintenance

A The MEFFM2-PROunit contains no user-serviceablecomponents.

A For any maintenanceor repair needs,pleasecontact your authorized dealer or
directly the MEFRechnicalservice.

A Unauthorized opening of the device or tampering with internal components
will result in immediate cancellationof the warranty.



10.

11.

12.

PersonalSafety
Alwaysusecaution when using,especiallyin mode laptop.

AND the use of the original shoulder strap is recommendedhcluded in the
package tdfacilitate safe transport.

During operation, handle the device with care to avoid accidentsor personal
injuries.

EQUIPMENT DESCRIPTION

Battery charging input

POWER(ON- OFF RESET)

Audio input and output for headphones and extra speakers
LAN input

2 USB2.0 + 2 USB3.0

VGA

HDMI

WIFI Antenna and Bluetooth Antenna
FULLBAND Antenna

Shoulder strap inputs

Cooling air intake

13-inch Touch Display



Directional antenna:
Attachthe directional antennaasshownin the photo.

Rangefrom 600 MHzto 10 GHz.
Theimageaboveshowsthe vertically polarized antenna.Rotatethe antennain the clip to

obtain vertical or horizontal polarization.

High and low voltage probes:two small portable probesare supplied which connectto the
N connector, they are used to allow the acquisition and analysis of suspicious signals
within the high andlow voltage of wired systems:




Main screen

-'N- 1 M EFF M2-PRO Spectrum Analyzer
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Digital
Frequency
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Detection
Comparison

Signal
Direction

WiFi

Bluetooth

Alarm

(]

log

FFT Scan 1,0005GHz

. Frequency:Digital, analogand wired frequency presets
. Preset:create custom presetswith frequenciesof our choice
. Digital Frequency:Examineand scanall mobile/wifi/bluetooth digital bands

. Detection Comparison: compare frequencies detected in different roonas on different days

. SignalDirection: Finding the direction of the signal
. WIFI: Createlists of all wifi signalswith details of eachdevice
. Bluetooth: Createlists of all Bluetooth signalswith devicedetails

. Alarm: Setathreshold that will trigger anaudible alert andlog the event
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. Log:list of all eventsthat occurred during Alarm mode
10. StartRecording:ScreenRecording

11. Screenshottake photos of your desktop

12. Air Tag:Detectionof Air Tagdevicesz Bluetooth - BLE
13. Stop:Stopchart execution

14. Single:SinglePlay
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15.
16.
17.
18.
19.
20.

21.

Current. Real-time signal

Average: Weak signal

Max: Signal persistence

Density: Signal density

Waterfall: Waterfall chart

Graphic Comparison: Waterfall Chart vs. Frequency Chart Comparison

Sentinel mode: Automatic surveillance mode allows you to record

all detected signals in a report

22.

23.

24.

25.

26.

27.

Date and time: Display date and time

Battery status: Remaining battery percentage

Mode and Span: Display of scan mode and inserted span

Start and BW: Scan start frequency and BWvalue

Stop and Amplitude: Detection stop frequency and entered dBm value

Center and Sweep: Center frequency and sweep speed
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Starting and Shutting Down the M2-PROUnit

Turning on the Device

A Forturn onthe unit M2-PROhold down the key POWERuntil the button lights up
green.

i Whenturning on,the systemwill askyou to enter the default password:
E 123456

A Onceyou enter the passwordcorrectly, the devicewill completethe loadingand
will beready to use.

Turning Offthe Device

& For turn off the device,hold down the button POWERuntil the unit shutsdown
completely.

Starting the Operating Software

After the operating system starts, click on th&EFFM2-PRGOicon located at the bottom
of right of the desktop to openthe managementand analysissoftware.

Emergency Manual Reset

If the software freezesor becomesunresponsiveduring startup:
A Pressandhold down the POWERbutton until the forced shutdown of the unit.

A Onceturned off, pressthe button again POWERbutton to turn the device back on.
This procedure allows the manual firmware reboot, useful for quick recovery in
case of software anomalies.

® 10/07/2025 13:03 100%

Important Battery Notice

When the battery chargedrops below 10%, the system will display ared warning on the
screen.

This notice indicates the immediate needto rechargethe device,since below this threshold
the unit it cannolonger beusedcorrectly.
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Important:

Never use the unit below 10% charge,as the high energy absorption. The M2-PROsystem
doesnot allow for operational functions to be maintained at suchlow battery levels.

If the battery drops below this threshold:
A Thesystemwill automatically lock,
A the unit will remain not operational until rechargedadequately.

Toensureproper operation and prolong the life of the device,we recommendthat you
Always rechargethe unit before reachingthe critical level.

Current

Low
Voltage

Car GPS

Quick Start Exercises

This sectionprovides aseriesof practical exercisesto help the user quickly familiarize
themselveswith the main functions and operating capabilities of the MEFFM2-PRQ The
exercises are presented in a simplified form, with essential explanations, and assutne
unit isturned off before starting.

Foramore in-depth description of all featuresand settings, pleaserefer to the following
sectionsof this UserManual.

Exercise 1: BasicRF Transmitter Detection

Objective:
Learn to detect suspicious signals through the basic scanning functions of the M2-PRO.

Operational Steps:
1. Turning on the Device

1 Toturn onthe M2-PROpressandhold the POWERbutton until the
button lights up green.

 Enterthe default passwordE 123456
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2. Starting the Software

M Accessthe MEFFM2-PROsoftware via the icon located at the bottom
right of your desktop.

3.Preparing for Scanning

1 Make sure you have a transmitter active in the environment to run a
simulation (for exampleawireless deviceor asmall RFtest bug).

4.Starting the 02 1 13iA1 A ARufctioh 6

1 Selectand start the mode ©2 1 BiA T A AfrOrk thd nain menu of the
M2- PRO software.

9 or This function allows a quick scan of the environment to detect the
presenceof active signals.

5.0bservation of Results

1 Monitor the instrument's response: any suspicious signals will be

highlighted graphically on the display, allowing for aapid identification of
emissions.

Please note:

This exerciseis designedfor a quick andintuitive approach.In-depth signalanalysis,the use
of filters, recording, and other advancedfeatureswill be explainedin subsequent
chapters.

# MEFF M2-PRO - 1.0.1.4

Frequencies. < |||||||. ‘ M E FF M2:ERO SpacttmiAnatvzer Frequency Sweep Time Folders

Densit WaterFall Graphic entinel Room
: e erfal : > N
reset _ Y - Comparison Mode Selection Span Detection Mode FM Mode
2 —
A
10/07/2025 15:28 (W p 25% Occupied

Digital 0 N Amplitude Marker Bandwidth
Frequency
RBW £ Marker 18Q Sel
Detection
Comparison
VBW Channel Power Room Selection
Signal
Direction ;
Analog Demod Digital Demod Phase Demod
WiFi
Demod setup

Bluetooth

Airlag
Scanner

Alarm
(off) -50

Log

- Mrwmwmﬁmmuwammmﬂwwmmw‘MMW.MMWWWMM\W

Start
Recording

Screenshot

630.8 1249.6 18684 24872 3106 37248 43436 4962.4 5581.2 6200

PLL Scan 3,106GHz




Usingthe 02 T 131AT A ARukctioh 6
When starting the function Room Selection on the device M2-PRO,the system initially

displays a red color peak,which representsthe modality MAXHOLD This mode highlights
the signalspersistent detectedduring scanning.

To also view the real-time signals, just press the button O # O O GnvhithOval factivate the
display of the yellow track:

A 2 A ASignalsregister (persistent)

A 9 Al 1 sign@lscurrents detected in real time

The system automatically sets acanningrange between12 MHzand 6.2 GHz, coveringnost
of the operating frequencies used.

During this phasethe real-time signalspectrum.

Practical example:

If you activate a RFbug (for examplea device transmitting to 408.00 MHz), the systemwiill
show immediately adouble peak:

A Yellow for the current signalbeing transmitted

A Redfor the signalstored in MAXHOLD

In this way, the user can quickly identify and differentiate active signalsfrom any previous
signalsor backgroundinterference.

To activate the alarm function, we press the button Alarm to receive an automatic
notification wheneverthe threshold we define is exceededClickon Alarm (off), we setthe
desiredthreshold value (example-55.00to -50.00) and we confirm with OK Whena signal
exceedsthe setthreshold, both a visual and audible alarm will be generated,indicating
the details of the detectedfrequency.To deactivatethe function, click on Alarm (on).

Set the alarm range (dBm)

. _ Alarm! [2 signals at 12:49, with a max of -51,360Bm] at 403,?§MH2

AirTag - Maximum Kl

Scanner

Cancel
Alam g “ -

(of) A Stop the alarm?

Log

Start
Recording




Accessthe Alarm Report

Let's accesghe report generatedby the function Alarm by clicking on the button Log.All
detected signals are displayed in the report, updated secondby second,complete with all
relevant information.

Youcanfilter the signalsby clicking on Filter, conducting researchfor date And Now.

We can choosewhether to display all signalsdetected oronly those who fall within
the setalarmrange.

Toclosethe menu Filter, click onthe X.

2, Load toa
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o

Log and Report Management

It is possible savethe log to consultit at alater time.

Clickon Savelog,givethe file anameand saveit to the desktopin the folder M2-
PRO.

For recall asavedlog:
Clickon LoadLog,selectthe desiredfile in the folder M2-PRQOand click on Open.

For delete the list of displayed logsClickon
ClearLog.

Furthermore, it is possible create and export an automatic reporgeneratedby the MEFF
M2-PROby clicking on the button Export and enter the required data and then click on
Save(See page 81 fahe report.)

2, Load log o, Save log LJ Clearlog

Toexit the function, simply click on the button LOG.

Aswe can observe,the simulated signal is clearly visible inside the graph, with all the
details relating to the survey.
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Zoom and Graphical Signal Demodulation
Toanalyzethe detectedsignalin detail:

Touchthe display signaldetected andpressthe button Zoom toenlargeand observe
more preciselythe signalspectrum.

To proceedwith the graphicdemodulation:

Selectthe again signalof interest via touch and click on the button Demod. It will
open the demodulation window, which allows you to view the audio content transmitted
onthe frequency selected in graphic mode.

€~ Demod (401,38-410,98MHz) - Showing 406,26-406,36MHz Scan on Highest

Analog Digital Phase

a0 A A s M L Mk R s
4013 4023 4033 4042 405.2 406.1 407.1 408 409 410 4109

Audio signal demodulation and detection

At the top left you canseethe currently demodulatedfrequency Atthe top right, selectthe
option Scan on Highest, which allows you to automatically demodulate the entire
previously selected frequency band.

After selectingthe demodulation of interest 2 in this case FM the audio signalwill be
demodulated andreproduced in form graphics inthe viewing window.

It is possible to adjust the amplitude of the signal scale usingthe adjustment bar at the
bottom left, to optimize the display.

Thanks to this procedure, the presence of a RF bug operating at 408 MHz, and the
transmitted audio hasbeengraphically demodulated.To go back,click the arrow in the top
left.

Location of the transmission point

To preciselylocatethe signalsource,perform the following steps:

17



Zoomin on the suspicioussignalby touching it on the display and pressingthe button Zoom.

Activate the modes Current Averageand Max Hold for a complete and stable display of the
signal over time.

Hold the device M2-PROand move within the environment, monitoring signal strength
changesn real time to preciselylocatethe transmission point.

Y N
V ‘Mu’uémiw*{‘h'ﬂ-lukk\ANQnA/ﬂfVuﬂv.lxmn M‘u.hh,/\lh y

Graphic Sentinel

R v e i,

Interpreting the graphwhile searchingfor the signal

While moving with the M2-PROyou canobservein real time the variations of the graph as
afunction of the distancefrom the transmitter:

Getting closer at the signal source, the graph is intensifies and the signal amplitude
increasesjndicating agreater proximity to the transmitter.

Movingaway,the graphis reducesandthe signallevel gradually decreases.

The RSShalue (ReceivedSignal Strength Indicator) will increasewith proximity
to the transmitter and will fall as we move away.

Thesevariations allow the position of the transmitting deviceto be precisely determined.

Toexit the function pressResetZoom

18



Comparing broadcasts between multiple rooms

To comparetransmissionsdetectedin different rooms,follow the procedure below:
Accessthe first room and perform ascanof the signal in Room Selection mode

Selectthe frequency and pressthe button Add, enter the name of the room (e.g.Room1)
and confirm with the button OK.

Repeatthe sameprocedure for the other two rooms, thus creating three separateprofiles:
Room1,Room 2 and Room 3.

Oncethe scanfor eachroom is completedand saved,you canstart the comparison of the
data:

Selectthe three roomsto compare.

Turn off options Current and MAX HOLDto view only the data recorded during previous
scans.

The system will display the signals detected in each room with distinct colors By
positioning the cursor or touch on a signal,the room name corresponding. If the signal
has been detected in multiple environments, the following will be indicated: all rooms
where that signalwas recorded.

Room
Selection

A

Pry—
foon x|
ROOM1

ROOM 2
i A.me«%"&w\m\mqmmﬁhmwwmm‘wv*www ROOM 3

ROOM1

[
ool b
.

Aot dcnsanhabini L-».a-»l. VRRFR I 1 0 [PERERR A S N E IR DI Ao |
0

-0
70

-80 -80
2 6308 12496 18684 24872 3106 37248 43436 49%24 55812 6200 12 6308 1249.6 18684 24872 3106 37248 43436 49624 55812 6200

Differential Signal Analysis z Real-time Mode

To comparein real time the current signalswith those previously detectedin the Room1,
follow the procedure:

Makesure the options Current and MaxHold are active.
SelectRoom1from the list of saveddetections.

Pressthe button Difference to start the differential analysis.
At this point, the screenwill showtwo graphs:

Chart1 (upper): displaysthe recorded signalof the Room1 in light blue, the signalreal time
In yellow and the MAX Hold in red.
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Graph 2 (lower): shows thedifference between the current MAX Hold signal and the
savedoneof Room1Thegraphis displayedin reversemode

The part superior representsthe MAXHold detectedin real time.

Part | lower showsthe previous finding relating to the Room1.

This mode allows you to identify significant differences between the two detections,
highlighting any new transmissionsor signalsnot previously presentin the room.

Graphic Sentinel Room
Comparison Mode Selection

< g ® 10/07/2025 17:09 93% A
Ref 0 [dBm] ROOM1

Density WaterFall

ROOM 2
ROOM 3

630.8 1249.6 1868.4 24872 3106 37248 43436 4962.4

Add
r Remove
Ref 0 [dBm]

Rename

Zoom

Difference

630.8 1249.6 1868.4 2487.2 3106 37248 4343.6 49624

Exiting Differential Mode and Managing SavedRooms
To exit Difference mode, press the buttoagain Difference It is
alsopossible modifyor remove previouslysavedrooms:

For renamearoom, selectthe correspondingentry (e.g.Room1), click onthe button
Rename Enter the new nameand confirm.

For eliminate a savedroom, selectit and pressthe button Remove.

Final note

This exerciseof quick start illustrates just someof the main featuresof the unit M2- PRO.

Thegoalisto provide aninitial overview that will helpthe userbecomefamiliar with the
device's interface and operating features.
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MEFFM2-PROz Portable Spectrum Analyzer

The MEFF M2PRO Spectrum Analyzeit's a deviceHigh-performance portable TSCMdesigned
to offer advancedspectralanalysiscapabilitiesdown to 100 Hz 24 GHz.

Ideal for professional and demanding users, the M2-PRO combines precision, operating
speedand a complete set of features, designedto addressthe challengesposed by high-
density radio signalenvironments.

Main features:

Ultra-wide frequency coverage:from 12 MHz up to 24 GHz.

Sturdy and lightweight structure: made inhigh-strength aluminum alloy, ensuresdurability
and portability.

Intuitive userinterface: designedto simplify complexoperations evenin critical contexts.
Advanced technologies: supported byintelligent algorithms for automatic analysis and
efficient detection of suspicioussignals.

Operational applications:

The M2-PRQis designedto meetawide range of operational needs,including:

- Technical surveillance countermeasures
(TSCM) RF Spectrum Analysis and
Monitoring Identifying and detecting
electronicthreats

- Protecting critical infrastructure and sensitive information

With its advancedcapabilities and system reliability, the M2-PROrepresents a complete
solution for detection, localization and neutralization of illegal or unauthorized
transmissions.

Power and battery charging

Toturn onthe unit M2-PRO:

Make sure the battery has sufficient charge or connectthe included AC adapter.
Pressthe power button (POWER).

Toturn off the unit, pressthe button Start from the desktopand click on the shutdown button.

If it freezesor becomesunresponsive,you can perform a hard reset of the firmware by
holding down the power button until the unit shutsdown.
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Note: This method should only be usedif normal shutdown attempts are unsuccessful.

Charging the battery
The M2-PRQunit hasaninternal charger.To chargethe battery:
Connectthe included ACadapterwith the battery inserted into the unit.
Thefull chargingtime is approximately 3 hours.
The estimated operating autonomy is approximately 5-6 hours.

Battery maintenance tips

It is recommendedto regularly rechargethe battery during long periods of inactivity
(over 3 months) to avoid degradation and maintain optimal performance.

Software and firmware update

Updatesto the MEFFM2-PRCare free and are releasedregularly to improve features,
performance,and software, alsobasedon user feedback.

Update procedure

The update occursautomatically and remotely. We recommendconnectingthe devicevia
LAN cableat least oncea month and launching the managementsoftware. If an update is
available,a messagewill appearand the automatic download will begin.Oncethe update
is complete,you canreopenthe software normally.

Remote assistance

MEFF offers a remote assistance service: if necessary, and with the user's consent,
technicianscanconnectto the deviceremotely to analyzeandresolve anyissuesdirectly.

User Benefits

Thanksto versatile and constantly updated software, every customerbenefitsfrom a
product that is constantly evolving and improving.

MEFFalsoprovidesdirect support and organizestraining coursesfor the useand
maintenance of the device.

Setting the Time Zone, Date and Time

Correctly configuring your time zone, date, and time is essential to ensure the
consistencyand reliability of reports, log files, and, in general,all data recorded and
processedby the MEFF M2PRO system.
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To proceedwith the setup,follow thesesteps:
1. Accesdhe menuStartand selectthe icon Settings(represented by agear).

2. Inside the settings panel, selectthe item Date/Time and language then click on
Dateand time.

3. To change the time zone, click on the drop-down menu Jet lag and select the
appropriate option basedon the geographiclocation of your device.

4. In caseyou want to setthe date and time manually, you needto disable the option
Settime automatically. Next,click on Changeunder the voice Changedateandtime.

5. Enterthe desired valuesfor date andtime, then confirm the operation by clicking on OK.

Accurate device time synchronization is a prerequisite for the reliability of advanced
system features, particularly in contexts where traceability and chronological accuracyof
data are a regulatory or operational requirement.

Saving Screenshots and Videos
Start Recordingand ScreenshotFunctions

The MEFFM2-PRGallows you to easily capture both still images(screenshots)andvideo
recordings of your screen.Thesefunctions are useful for documenting activities, analyzing
events, or generating reports.

Starting Video Recording:

To start a recording, click the button Start Recording Once activated, the system will
automatically start recording all visible content on the screen.

Active Recordinglndicator:

During recording, the text Start Recording will be highlighted in red, clearly indicating
that the feature is active.

Stop
Recording

Saving Files

StopRecording: to end video recording, click the button agaiStop Recordingto confirm the
interruption, the red highlighting of the text will disappear.

SavedFile Location: Oncerecording is complete,the video file will be automatically savedto
your M2-PROfolder, located on your desktop. From there you canview it, archive it, or
attachit to technical reports.
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Screenshot function
Image Capture:

Thefunction Screenshofllows you to capture astill imageof the currently displayed
screen.This is useful for documenting operations performed and canbe usedin any
section of the MEFFM2-PROsoftware.

CaptureMode:

To take a screenshot,click on the appropriate button ScreenshotOncepressed,a
messagewill appearconfirming that the savewas successful.

SavedFile Location:

The captured imagewill be automatically savedin the M2-PROfolder present on the
desktop.

- ©
|

20241223190259 Air Tag 01 Air Tag Full Band

GSM Lista AIR TAG Lista WIFI Log

Exporting Data via USB

You can export all the data savedon the MEFFM2-PROusing a USBstick. The device
features four USBports on the side: simply insert the stick into one to start the transfer
process.

To quickly accessall the information stored during an operational service,you canusethe
button Folders,locatedin the drop-down menu at the top right of the software interface.
Thisfunction allows you to view the files stored in the system'sinternal memory.
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Folders

Detection Mode FM Mode

Occupied
Bandwidth

18Q Sel

Room Selection

Analog Demod Digital Demod Phase Demod

Demod setup

From Folders we can have access to Report - Screenshot - Video - Comparison - Sentinel
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€ Back to report calendar Alarm list Full chart Chart Eu

At |MEFF  w2-pro spectrum Analyzer

Initial Operation

PresetFrequencyRanges

The MEFF M2PRO is equippedvith the function Frequency which allows access to a series
of Frequency presetsand preconfigured scan modes, ready for immediate use.

In this mode,the systemis ableto detect:

- All frequenciesRF
- Digital frequenciessuchas:GSMLTE,2G,3G,4G,5G,Wi-Fi, Bluetooth
- Transmissionswired operating both in low that in high voltage
- Frequenciesusedby GPS
Saturatedfrequenciescausedby noise or jammers
- A sectionspecifically dedicatedto high frequencies

You can also set the automatic detection frequencies by selecting a geographic profile
among:

A EU(Europe)
A USA
A ASIA
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Upon customer request, it is also possible to configure specific frequencies for other continents or

custom geographical areas.

MEFF M2-PRO - 1.0.14

Frequencies '1|||'|' l MEFF m2-pro spectrum analyzer
. [ Graphic

.
Preset [PR———

Digital

=1
Frequency

Detection
Comparison

Signal
Direction

WiFi

Bluetooth

AirTag
Scanner

Alarm

(Off)

Log

Start
Recording

Screenshot

PLL Scan D, 3,106GHz

Mode Full Band

To activate Full Band mode, accesshe function Frequencyand selectthe button FULL
BAND This mode enablesfull spectrum scanningfrom 12 MHzto 6.2 GHzwith a sweep
time 0f820.44ms.

Onceactivated, the interface will display two curves on the graph:
Yellow line: represents the signal in real time (Real Time)
Redline: highlights the maximumvalues detectedover time (MAXHold)

When signalsare emitted within this range,the systemautomatically detects and stores
themin the red trace,allowing for immediate and precisevisual analysis.

To precisely identify a detectedsignal,you canusethe function Marker, Availablein the
drop-down menu at the top right. The Marker allows you to read the frequency of the
selectedpoint onthe graph,thusfacilitating signalclassification.
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Using Markers

To accuratelyanalyzea detected signalin the mode Full Band, youcanusethe function
Marker.

Accesghe sidemenuat the top right andclick on Marker 1,then activatethe selected
marker button EnableON.

It is possibleto activate up to 5 markers simultaneously,eachassignableto adifferent signal.

Drag thedesired marker onto the signalof interest inside the graph.
At the top right, the details of the selectedmarker will be displayed (e.g.Marker 1), including:

Frequency:e.g.412.00 MHz
Width: e.g.-41.91dB

Toexamineasignalmore closely,click the button ZoomOnMarker: The graphwill focuson
the rangearound the selectedfrequency,allowing for detailed analysis.

a 11/07/2025 12:46 100% A

Name
Marker1 Marker1
Freq: 412 MHz

I
Ampl: -69,92 Enable

ON

Line
Current

Left

Right

Peak

ToCenter

Turn off
All Marker

Zoom on
Marker

To exit the selectedmode,click on ResetZoom
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Youcanactivate additional markers following the sameprocedure,up to amaximum of
five simultaneousmarkers.
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Marker Management z Activation and Deactivation and Advanced Features

Onceyou understand the basic operation of Markers, you can managethem flexibly to
adaptthe analysis to your operational needs.

It is possible to activate up to 5 Markers at the same time, always following the same
procedure:

1. Selectthe Marker desired (from Marker 1 to Marker 5).
2. Pressthe button EnableONto activateit.
3. Movethe marker to the signalof interest.

Note: It is essentialto ensure that the button Enableboth to ON for eachactive marker,
otherwise the systemwill not detectit or display the correspondingdata.

DisablingMarkers

Youcandeactivatea single marker by clicking the button again.Enable,bringing it backup
OFF.

Alternatively, to deactivateall active markers at once,simply pressthe button Turn Off All
Markers.

This option is useful for quickly clearing the graph of all ongoing analysesand starting a
new monitoring session.
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Detailed Analysis of the Commands in the Marker Function

Let's now proceedwith an in-depth analysisof eachbutton and function available in

the Marker panel, useful for taking full advantage of the advanced measurement

capabilities of the M2-PRO.

Marker

A

Name

we can select up to 5 Markers
Marker1

Turn Marker On and Off

we select whether the marker should work on
Current the current-average-maximum reference

Left

We can move the Marker to the right or left

Right

exit this mode after selecting it, click Return

indicates the position of the marker on the
top-center area of the screen

ToCenter

Turn off

Deactivate all selected Markers
All Marker

Zoom on

Marier Zoom in on the selected Marker frequency

The MEFFM2-PROQallows you to analyzethe spectral distance betweentwo signals
using active markers, afeature that is particularly usefulfor evaluating:

A Thebandwidth of asignalor transmission
A Thedifferencein power betweentwo points
A Thepresenceof multiple signalsclosetogether within the spectrum

Operating Procedure

1. Openthe menu Marker in the top right side panel.
2. SelectNameMarker 1,then pressEnableONto activateit.
3. Repeatthe sameprocedure fo rMarker 2.
4. Place:
Marker 1 onthe frequency of 240 MHz
Marker 2 onthe frequency of 536 MHz

We can automatically move the marker to the right or left on each peak. To
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Marker1

Weclickonthebutton 3 - AOE A O

We can compare up to 4 pairs of markers simultaneously
and analyze the results in real time

AMarker

A

A Marker
OFF

Activate the Marker 1 function

From

Select the two markers to compare

£ Marker2

Activate the Marker 2 function OFF

Select the two markers to compare

s Marker3
OFF

Activate the Marker 3 function

Select the two markers to compare

Activate the Marker 1 function

Marker

A

Name
Marker2

Enable
ON

Line
Curmrent

Left

ToCenter

Tumn off
All Marker

Zoom on
VEL G

Frequency

Span

Amplitude

RBW

VBW

Analog Demod

Frequency

Span Detection Mode

Amplitude

RBW A Marker

Channel Power

Analog Demod

Sweep Time

Marker

Digital Demod

Folders

FM Mode

Occupied
Bandwidth

1&Q Sel

Room Selection

Phase Demod

Demod setup

Sweep Time

Detection Mode

Marker

s Marker

Channel Power

Digital Demod

Demod setup

Comparison of Two Markers z Frequency and Amplitude Analysis

After placing Marker 1 and Marker 2 on the two signalsof interest, we canproceedwith the

comparative reading of the data.

Comparison Procedure

1. Checkthat Marker 1lis active.If not, click on Marker 1 OFFto bring it up ON.

2. SelectFrom Marker 1 to Marker 2

Folders

FM Mode

Occupied
Bandwidth

1&Q Sel

Room Selection

Phase Demod
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Analysis Result

The systemautomatically displaysthe valuesof frequency and breadth of both signals,in
addition to the differencein frequencyandin power.

In our example:

A Marker p ©Frequency:240MHz, Width: -58.72 dB
A Marker ¢ ©Frequency:536MHz, Width: -58.35 dB

Amplitude differencej > A" Qd,

The 536 MHzsignalis approximately0.37 dB louder comparedto that of 240 MHz.
Frequencydifference} 3 & qdq,
Thetwo signalsare far apart 296 MHz.

Usefulness of Comparison
Thisfeature is essentialfor:

A Checkthe stability and relative power of multiple transmitters
A Analyzethe signaldistribution i n the spectrum
A To detectanomalies or interferences between broadcasts

A
® 12/07/2025 15:30 75%

/AMarker1

Marker2 - Marker1! | Marker1 ON

Freq: 296MHz Freq: 240 MHz

Ampl: 0,37 Ampl: -58,72 fom

ET Gl
Marker2

To
Freq: 536 MHz Marker2
Ampl:--58,35

AMarker2
OFF
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50"

AMarker3
OFF

Youcancompare multiple signalsby activating up to 5 marker at the sametime, following
the sameprocedure already describedfor Marker 1 and 2.

The system shows in real time the frequencies, the amplitudes and the differences
betweenthe signals.
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Marker2 - Marker1
Freq:296MHz
Ampl: -0,06

Marker4 - Marker2
Freq: 3;14GHz
Ampl: 0,25

Marker4. - Marker2
Freq: 3;14GHz
Ampl: 0,25

Marker5 - Marker1
Freq: 3;89GHz
Ampl: -0,39

Marker1
Freq: 240-MHz
Ampl] -58,34

Marker2
Freq:-536-MHz
Ampl{-58,4

Marker3
Freq: 2,756 GHz
Ampl] -58,88

Marker4
Freq: 3,68 GHz
Ampl] -58,15

A

s Marker1
ON

From
Marker1

To
Marker2

SMarker2
ON

From
Marker2

To
Marker4

Marker5 A\ Marker3
50 | I Freq: 14,132 GHz ON
Ampl]{ -58,72
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From
Marker2

To
Marker4

£\ Marker4
ON

From
Marker1

To
Marker5

1860 2476 3092 5556

Disabling Markers

After completing the analysis,you candeactivateall markers manually:
1. Clickon eachMarker © OFRo deactivatethem individually.

2. Oruse thebutton Turn Off All Markers to turn off all Markers atonce.

Manual Variations and Creating Custom Presets

Inside the Frequencymode,M2-PRGQalsoallows advancedmanual editing. Youcan:

A Manuallyvary the frequencybandsto analyze
A Set specifidntervals
A Adjust the sensitivity or scanningspeed

A Createand savenew custom presetsbasedon the type of businessor geographicarea

These functions allow you to adapt the analysis tgpecific scenarios, improving the
effectiveness andgorecision of the intervention.
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Frequency Sweep Time Folders

Span Detection Mode FM Mode

Occupied
Bandwidth

Amplitude Marker

RBW £ Marker 1&0Q Sel

VBW Channel Power Room Selection

Analog Demod Digital Demod Phase Demod

Demod setup

Manual Frequency Search
To perform amanualsearch:
1. Clickonthe button Frequency.

2. Enter the desired valuesin the fields Start and Stopto define the scanrange.

IMPORTANT:
Alwayscheckthat the unit of measurementofthe Spanis setto MHz.

Otherwise, the value entered in Start it will not be applied correctly and will
remain unchanged (see page).

Frequency

A

Center Freq

3.106GHz frequency at the center of the spectrum display area.

Start Freq
12MHz

We can manually select the start and stop frequency

Stan Frea /to analyze
6,2GHz

Manual Frequency Entry

Toenter afrequencymanually:

1. Accesghe sectionFrequency.
2. Usethe virtual keyboard of the software to enter the values.
3. Enter for example:

A Start Freq: 500 MHz
A StopFreq:1GHz
4. PressEnter onthe keyboardto confirm.
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The systemwill immediately start detecting on the selectedfrequencyband.

Frequency

A

Center Freq
750MHz

Command succeed!

Start Freq
500MHz

Stop Freq

We canalsosavethe entered frequencyrangeby creating a Manualpreset: just click on the

button Presetsgiveit anameandconfirm saving.

'|||‘||' M E FF M2-PRO Spectrum Analyzer

Frequencies

Preset m _“_

Digital
Frequency

@ 12/07/2025 15:52 93%

Load Preset View saved presets

Detection Save Preset Save preset by creating a name

Comparison

Signal N Weal Cancel saved preset

Direction

WiFi

Bluetooth

Let's click on SavePreset,enter the desired nameand pressOK:the presetwill be savedand
will beavailablein the sectionLoadPreset

A
® 12/07/2025 16:05 97%

500 mhz - 1000
Mhz

Todeleteapreset,click on DeletePreset,selectthe presetyou want to remove and confirm

the deletion.
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A

® 12/07/2025 16:07 98%

100 mhz - 1000
mhz

Delete the preset?

100 mhz - 1000 mhz

We can vary the parameters of the Span by clicking on the relevant button and
entering the desired value to adjust the amplitude of the displayed spectrum.

Frequency Sweep Time Folders

Span Detection Mode FM Mode
e . Occupied
Amplitude Marker Bandwidth
Span
Span value 6,188GHz

RBW £ Marker 1&Q Sel
We select whether the span should start Span With
from Center Freq - Star Freq TR VBW Channel Power Room Selection

We select the span on the entire band Full Span

Analog Demod Digital Demod Phase Demod

Let's disable the span on the band £e10.pan Demod setup

We enter the value of the Spanusing the virtual keyboard and confirm with the key Enter.
Next, to change thescanningspeed, let's click orSweepTime: we can reduce thescanning
time by entering the new value with the keypad at the bottom right, then press Enter to

confirm.

Frequency Sweep Time Folders

Sweep Time Span Detection Mode FM Mode

A Occupied

Bandwidth

Amplitude Marker

SweepTime

499998 | ms
RBW 2 Marker 1&Q Sel
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To changethe background noise of the signal, we use the button Amplitude The value
may vary from 0 to -50 dB, depending on the type of signal to be analyzed.Values
between-30 and-50 dB for the detection of signalslow power.

Frequency Sweep Time Folders

Amplitude

Span Detection Mode FM Mode

A
Occupied

Amplitude Marker Bandwidth

We enter the value based on the signal to be Rrnmiie

0

RBW £ Marker 1&Q Sel

Unit

Al We can choose different measurement modes but dB
we recommend dbm for signal strength research i
VBW Channel Power Room Selection

Ant Factor

0dB/m

dBuV/m
dBmW/m2

: Analog Demod Digital Demod Phase Demod
Ant Gain

30,21dBi
These | are ad,| ted b d on the Beoeets
needs and research to be carried out Div P

10

The M2-PROis equipped with the control RBW,active by default in automatic mode,
which enables more accurate and reliable spectral measurements.

The parameter RBW (Resolution Bandwidth) represents the width of the frequency band
that the analyzer usesto filter the incoming signal before displaying it. Narrower RBW
allows you to distinguish signals that are very close to each other in frequency,
significantly improving the spectralresolution.

Although it is possible disable automatic mode and manually setthe RBWvalue according
to your operational needs,It is recommended to keep it active (mode ON) to ensure
optimal performancein most situations.

Frequency Sweep Time Folders

Span Detection Mode FM Mode

A
Occupied

Amplitude Marker Bandwidth

RBW Auto
RBW £ Marker 18:Q Sel

VBW Channel Power Room Selection

Analog Demod Digital Demod Phase Demod

Demod setup

Tomanually changethe value of RBW ,we click on the button RBW then on RBWAuto ON:the
button will switch to mode OFFallowing usto manually enter the desiredvalue.

The value Recommendeddefault is 10 MHz, but it is possible to set, for example,1MHz to
observe an immediate changein the spectrum, with greater precision in separating
closely spaced signals.
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Once the analysis is completed, It is strongly recommended to-emable automatic mode
pressing again on RBW Auto, so as to ensure maximum stability and consistency in
subsequent measurements.
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The M2-PRO also features the control VBW, active by default in automatic mode This
parameter refers to the video filter bandwidth applied to the signal after spectral analysis
and affectsthe final display of the signalon the screen.

Although yesadviceto keep VBWon automatic, it is possible to vary it manually accordingp
operational needs:

1 Reducingthe value you get a more fluid and stable visualization, useful for the
analysisof
complexor variable signals.

1 Increasingit, instead, the update speedis improved, ideal for stable signals or for a
generalspectrumassessment.

The ability to manually adjust the VBW makes analysis more flexible and adaptable to
different detection scenarios.

To analyzea stable signal,we candisable the automatic mode of the VBWby clicking on the
relevant button (VBW Auto ON,which will passto OFF)and manually setthe desired value.

In this casewe selectthe maximum recommendedvalue,equalto 150 kHz,to get a faster
and more responsivedisplay of the spectrum.

Frequency Sweep Time Folders

Span Detection Mode FM Mode
= d
; Occupie
Amplitude Marker ;
We set the button to OFF VBVéFﬁmo Bandwidth
VW RBW AMarker 1&Q Sel
. 150KHz
oohesbiale ool VBW Channel Power  Room Selection
150 Khz sz
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Onceset up VBW on the maximum value of 150 kHz, we can proceed with the spectrum
analysisunder optimal conditions for stable signals.

At the end of the analysis,it is important to reset VBWto automatic mode, clicking againon
VBWAULto,to ensurecorrect managementin subsequentanalyses.

A
® 11/07/2025 17:01 100%

VBW Auto
OFF

VBW
150KHz
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Now let's activate the buttonDetection Mode, which allows you to vary thegraphical
representation of the detection bars The available modesare:

1 Current: displaysthe detectedsignalin real time;
1 Average:showsthe averageof the signalsover time;

1 Max:highlights the maximum value detected,;

1 Density:usefulfor detailed analysis,it allows you to observeeachitem more
precisely singledetection peak,thanksto amore in-depth view basedon
predefined parameters.

Frequency Sweep Time Folders

Detection

Mode Span Detection Mode FM Mode
= d
: Occupie!
Amplitude W ETE ;
Enable and disable data collection Sag}\zgle Bapchwidih
RBW £\ Marker 1&Q Sel
Average
OFF
we can focus the function on Average and MAX VBW Channel Power Room Selection
Max

OFF

Analog Demod Digital Demod Phase Demod

Min

Activating the function in minimal mode OFF

Demod setup
Normal

Activating the function in normal mode ON
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After pressingthe button Detection Mode,we activate the function by clicking on SampleOFF
(which will pass to SampleON). In automatic mode, the system focuses @urrent, displaying

data in real time.

However, it is possible to switch to managemennanual, selectingAverageor MAX (using
the buttons in the upper left part of the software), then clicking the button againSampleto
activate the desired mode.

This function allows for targeted analysisbasedon the type of signalbeing monitored.

Detection
Mode

A

® 12/07/2025 10:50 100%

Sample
ON

Average
OFF

Max
OFF

Min
OFF

Normal

Onceyou click on Simple The system automatically setsall parameters for a simplified
analysis.However, you canmanually selectone of two alternative operating modes: Min

or Normal.

By clicking on one of these, the modBimpleautomatically deactivates, activating thechosen
mode. This allows you to adapt the sensitivity and display to your specific detection

needs.

A
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Sample
OFF

Average
OFF

Max
OFF
Min
OFF

Normal
ON
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Now let's exit the current function and go back to the mode Full Band. From here, we
activate the button FMMODEto configure the systemwith greater sensitivity in detecting
FM frequencies.

Let's simulate, for example, an FM transmission with frequenc380 MHz and power -18.5
dBm: thesignalis immediately highlighted in the graph,confirming the correct activation
of the FMmode and the effectiveness of the detection.

Frequencies

'||||||' | M EFF M2-PRO Spectrum Analyzer

> Frequencies

Preset

A
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Digital R (e Full
Frequency Band

Frequencies

Detection
EU

Comparison
5 Frequencies
Signal us
Direction

We click on the button Marker and we activate the Marker 1pressingon EnableON.Let's
move the cursor on the peak of the detected signal: the displayed frequency will be 380
MHz,confirming the presence of the simulated transmission.

At the end of the survey,remember to deactivatethe FMMODEbutton to resetthe system
to standard analysis settings.

Marker Span Detection Mode FM Mode

A
Occupied

Amplitude Marker Bandwidth

RBW PANVE(Clg 1&Q Sel
VBW Channel Power Room Selection
Analog Demod Digital Demod Phase Demod

Demod setup
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Let's turn off the Marker clicking again on Enable ON, bringing it back up OFF,now let's
proceedwith the measurementof the frequencyrange which containsacertain amount of
signalstrength.

This measurementcorrespondsto the bandwidth within which ais concentrated
specificpercentageof total power detected.

Tocontinue, click on Frequencyand subsequentlyon Full Bandto return to the full spectrum
view.
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Frequencies
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Daraite’ Fall Frequencies
Preset

A
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Digital
Frequency
Detection

Comparison

Signal

Direction

To perform the measurementof the OccupiedBandwidth(OBW), proceedasfollows:
1. Pressthe button Occupied Bandwidthto accesghe function.
2. Clickon the button OBWOFFthe button statewill changeto OBWON.

This way, the occupied bandwidth measurement function is activated and it will be
possibleto display on the spectrum the frequency range that contains the percentageof
the total signal power.

Frequency Sweep Time Folders

Occupied
Bandwidth Span Detection Mode FM Mode

e -
Occupied

Amplitude Marker Bandwidth

oBW
OFF

RBW S Marker 1&Q Sel

VBW Channel Power Room Selection

Analog Demod Digital Demod Phase Demod
choose how much percentage of the total
bandwidth you want to as pi

Reference Demod setup

As we can observe, th&unction OccupiedBandwidth It was activated on the band with a
width of12 MHz centeredon 6.2 GHz.

In this configuration, the system measuresbandwidth basedon the signalsdetected
within this frequency window. The measuredbandwidth will vary dynamically based
on the distribution and power of the signalspresentin the spectrum.
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A
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Current
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Ratio(%)
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Tomeasurethe bandwidth at asingle specificfrequency of interest, proceedasfollows:

1. Pressthe button Marker to accesghe marker functions.

2. Click on the button Enable OFF:the button state will changeto Enable ON,thus
activating the marker on the selected frequency.

This will makeit possibleto make precise measurementslocalized on a specificfrequency,
facilitating the analysisof targeted signals.

OBW: 816MHz
i

! i Right
i
i
i Peak
l ToCenter
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1
Turn off
All Marker

OBW: 320KHZ

Togetavisual representation of the signaldensity, proceedasfollows:

1. Pressthe button Density to activate the density display mode.
Onceactivated, the instrument will display the distribution of signal strength over time,
highlighting areasof greatestintensity. This allows you to quickly identify any persistent
signalsor intermittent transmissionswithin the analyzedspectrum.

Comparison
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Totake the measurementof the transmission power of the signal,proceedasfollows:

1. Deactivate displaying the signal density by pressing the button Density (will goto
inactive state)

2.Disable the function of Occupied Bandwidthby clicking on the button OBW ON,
which will pass onOBW OFF.

3.Activate thefunction ChannelPower bypressingthe correspondingkey.
4. Clickon CHPROFF which will changein CHPRON.

With this configuration the tool will show the total power transmitted within the selected
band,allowing for precisemeasurementof the signaltransmission power.
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, e Graphic Channel
“V’ Power Span e FM Mode
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T Amplitude Marker PR

Wark ol

RBW AsMarker 18.Q Sel
Line

Current

VBW Channel Power Room Selection

CH NUM
1

nalog Demod Digital Demod
CH BW
1MHz
Demod setup

5G BW
600KHZ

FFT Scan 823,5MHz 824,5MHz 824MHz

Connected

To view the power density relating exclusivelyto the selected signalproceed as follows:

1. Pressthe button againDensity to activate the density display mode.

In this way, the tool will graphically showthe distribution of the power within the selected

band,allowing youto visually identify variations in signalintensity overtime.

43



823.8

® 12/07/2025 12:31 =_)» as%
|
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1
CH BW
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SG BW
600KHzZ

It is possibleto do manual variations of the function settings ChannelPower to adapt the

measurementto specific operational needs,for example by changingthe bandwidth,

center frequency or other parameters.

For deactivate ChannelPower function and exit measurementmode;

1. Clickon the button CH PR ONyhich will changestateto CH PR OFF.

This will causethe instrument to stop measuringchannelpower and return to standard

operating mode.

A
On/Off Function CHPR
ON
select on which detection we want to fine
have the power measurement Current
we can divide the signal strength CH NUM
measurement from 1 to 7 Channels 1
we can manually vary the frequency CH BW
band 1MHz
we can manually vary the frequency SG BW
space of the occupied signal 600KHz

Frequency

Span

Amplitude

RBW

Analog Demod

Sweep Time

Detection Mode

Marker

A Marker

Channel Power

Digital Demod

Demod setup

Folders

FM Mode

Occupied
Bandwidth

1&Q Sel

Room Selection

Phase Demod
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m Spectrum Analysis Graphs

The MEFFM2-PROprovides severaltypes of additional graphs,useful for further analyzing
the frequency spectrum during measurementand monitoring activities.

In particular, the density graph provides avisual map of the signal intensity, simultaneously
representing thevariations over time andin the frequency.

This viewing modeallows you to:
A Easilyidentify intermittent signals;
A Detectthe presenceof background noise;
A Highlight the areasof the spectrumwith greatestaverageor peakpower.

The use of the density plot is particularly useful in situations where the signalsare not
constantor when you want to observethe dynamic behavior of the signalin the temporal
domain and spectral.

® 05/11/2024 01:40 > ox

787.8

WaterFall . . . .
Dynamic Signal Analysis over Time

Thedensity chart allows you to observethe evolution of the signalover time, highlighting any
variations, repetitive cyclesor the presence ofntermittent signals.

Thisfeature is especiallyusefulfor:
A Analyzethe stability of the signal;
A Individuate any periodic anomalies;

A Detectbroadcaststhat only occurat certain times or with cyclicalpatterns.
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Combined Chart View

In this mode, you can viewsimultaneously the graphs of Density, Waterfall and
Frequency, combining them to obtain a more detailed analyssomplete,immediate
and intuitive of the signals.

This configuration allows you to:
A Correlatein real time the power distribution (Density),
A Analyzeit history of signalsover time (Waterfall),

A Monitor the spectral distribution current (Frequency).

Usingthesechartstogether improves your ability to spotanomaloussignalsor dynamics

that may not be evident with just onetype of visualization.
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